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SYSTEM AND METHOD FOR PROVISIONING QOS PATHS 
WITH RESTORATION IN A NETWORK 



TECHNICAL FIELD OF THE INVENTION 

[0001] The present invention is directed, in general, to 
computer network management and, more specifically, to a system and 
method for provisioning Quality of Service (QoS) paths with 
restoration in a network. 

BACKGROUND OF THE INVENTION 

[0002] A growing interest exists among service providers to 
offer their customers new revenue-generating services with Quality 
of Service (QoS) guarantees. This is facilitated by current 
efforts to provide resource reservations and explicit path routing, 
e.g., Multiprotocol Label Switching (MPLS). 

[0003] On the other hand, physical network infrastructures may 
be prone to failures. For example, in optical networks, a single 
link failure is frequent enough in order to warrant consideration 

(see, e.g., Iraschko, eta!., "A Highly Efficient Path-Restoration 
Protocol for Management of Optical Network Transport Integrity," 
IEEE Journal on Selected Areas in Communications, 18 (5) : 779-793 , 
May 2000) . 
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[0004] Therefore, a key requirement for such services is that 
they also be resilient to failures. This goal, namely, providing 
QoS paths with failure resilience, can be achieved by provisioning 
primary and restoration paths that satisfy the QoS constraints. 
The primary QoS path is used during normal network operation; upon 
failure of a network element (node or link) in the primary path, 
the traffic is immediately switched to a restoration path. To 
facilitate this seamless recovery to a restoration path in the 
event of a failure, it is necessary to reserve network resources 

(e.g., bandwidth) on both the primary and restoration QoS paths. 
Such resources should be consumed in a network-wide efficient 
manner . 

[0005] A common way for modeling the impact of such resource 
consumption on each link is by associating "costs" with the links. 
Accordingly, a major problem is to find primary and restoration 
paths that satisfy end-to-end QoS constraints at minimum cost. 
This problem is the subject of this study. 

[0006] QoS constraints occur naturally in a number of practical 
settings involving bandwidth and delay sensitive applications such 
as voice over IP, audio and video conferencing, multimedia 
streaming etc. QoS constraints can be divided into bottleneck 
constraints, such as bandwidth and additive constraints, such as 
delay or jitter. 
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[0007] QoS routing has been the subject of several recent 
studies and proposals (see, e.g., Crawley, et al . , "A Framework for 
QoS-based Routing in the Internet - RFC No. 2386," Internet RFC, 
August 1998; Ma, et al . , "Quality of Service Routing for Traffic 
with Performance Guarantees," in Proceedings of International 
Workshop on Quality of Service (IWQoS '97), Columbia University, 
New York, NY, May 1997; Orda, "Routing With End to End QoS 
Guarantees in Broadband Networks," IEEE/ACM Transactions on 
Networking, 7 (3) : 365-374 , June 1999; Sobrinho, "Algebra and 
Algorithms for QoS Path Computation and Hop-by-Hop Routing in the 
Internet," in Proceedings of IEEE INFOCOM 2 001, Anchorage, AK, 
April 2001; and references therein). However, none of the prior 
studies on QoS routing consider the problem of provisioning QoS 
paths with restoration. 

[0008] Similarly, path restoration and routing over alternate 
paths has also attracted a large body of research (see, e.g., 
Italiano, et al . , "Restoration Algorithms for Virtual Private 
Networks in the Hose Model," in Proceedings of IEEE INFOCOM 2002, 
New York, NY, June 2002; Kar, et al . , "Routing Restorable Bandwidth 
Guaranteed Connections using Maximum 2-Route Flows," in Proceedings 
of IEEE INFOCOM 2002, New York, NY, June 2002; Kodialam, et al., 
"Dynamic Routing of Bandwidth Guaranteed Tunnels with Restoration," 
in Proceedings of IEEE INFOCOM 2000, Tel-Aviv, Israel, March 2000; 
Krishna, et al . , "A Segmented Backup Scheme for Dependable Real 
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Time Communication in Multihop Networks," in Proceedings of 
Workshop on Parallel and Distributed Real-Time Systems (WPDRTS 
2000), Cancun, Mexico, May 2000; and Li, et al . , "Efficient 
Distributed Path Selection for Shared Restoration Connections," In 
Proceedings of IEEE INFOCOM 2002, New York, NY, June 2002, all 
incorporated herein by reference) . Most of the proposed solutions, 
however, consider only bottleneck QoS constraints. The few studies 
that do consider additive constraints, focus on heuristic 
approaches and do not provide proven performance guarantees. 
[0009] Bottleneck QoS constraints can be efficiently handled by 
pruning infeasible links. However, additive QoS constraints are 
more difficult to handle. Indeed, the basic problem of finding an 
optimal path that satisfies an additive QoS constraint is NP-hard 
(see, e.g., Garey, et al . , Computers and Intractability . Freeman, 
San Francisco, CA 1979). Moreover, it turns out that, in the 
presence of additive QoS constraints, the widely used approach of 
disjoint primary and restoration paths is not an optimal strategy. 
[0010] Accordingly, what is needed in the art are systems and 
methods for provisioning Quality of Service (QoS) paths with 
restoration for use in networks that handle both bottleneck and 
additive QoS constraints and that are most preferably 
computationally efficient, so paths can be computed and recovered 
in real-time. 
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SUMMARY OF THE INVENTION 



[0011] it has been found that providing a restoration topology, 
i.e., a set of bridges, with each bridge protecting a portion of 
the primary path is a better solution than the disjoint paths 
strategy described above. While a restoration topology requires 
more sophisticated switching with a proper signaling mechanism, it 
has several advantages over the disjoint paths strategy. First, it 
provides a cheaper solution in terms of resource consumption. 
Second, it may find a solution when one does not exist for the 
disjoint paths strategy (see, Krishna, et al . , supra). Third, a 
restoration topology strategy uses fewer backup links upon a 
failure, which facilitates more efficient sharing of backup 
bandwidth (see, Kodialam, et al., supra). Finally, the restoration 
topology strategy enables the network to recover from a failure by 
simply activating a local bridge, rather than switching to a 
completely new path. 

[0012] Accordingly, the problem of provisioning primary and 
restoration paths that satisfy QoS constraints will be defined and 
described herein. Since this problem is NP-hard, solutions that 
are guaranteed to be within a certain factor of the optimum will be 
presented. Focusing on the fundamental problem of resilience to a 
single failure, two major advances in the art will be described 
herein. 
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[0013] First, the issue of link sharing by different bridges, 
which complicates the process of finding the set of optimal 
bridges, will be detailed. An optimal restoration topology in 
which each link is shared by at most two bridges will be disclosed. 
This enables restoration topologies to be identified having a cost 
is at most two times more than the optimum. 

[0014] Second, the novel concept of "adjusted delay" will be 
detailed. Adjusted delay allows the set of bridges included in a 
restoration topology to be represented as a single "walk" between 
the source and the destination nodes. (In contrast to a "path," a 
"walk" may include loops.) This concept makes it possible to adapt 
in a nonobvious way standard techniques, such as Bel lman- Ford ' s 
Shortest Path algorithm (see, e.g., Cormen, et al . , Introduction to 
Algorithms , MIT Press, Cambridge, MA 1990, incorporated herein by 
reference), for identification of restoration topologies. 
[0015] These advances in the art may be contained in systems and 
methods for provisioning QoS paths with restoration in a network. 
In one embodiment, one system includes: (1) a primary path 
generator configured to identify a suitable primary path between 
source and destination nodes in a network, (2) an auxiliary graph 
generator, associated with the primary path generator, configured 
to construct a directed auxiliary graph from an undirected graph 
representing the network by reversing each link in a primary QoS 
path of the undirected graph and replacing each other link in the 
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undirected graph by two directed links, (3) a walk identifier, 
associated with the auxiliary graph generator, configured to 
identify a walk in the auxiliary directed graph corresponding to a 
set of bridges in the network and (4) a bridge identifier, 
associated with the walk identifier, configured to identify a set 
of bridges in the network such that at least one link of the 
primary path is protected by a bridge. 

[0016] The foregoing has outlined, rather broadly, preferred and 
alternative features of the present invention so that those skilled 
in the art may better understand the detailed description of the 
invention that follows. Additional features of the invention will 
be described hereinafter that form the subject of the claims of the 
invention. Those skilled in the art should appreciate that they 
can readily use the disclosed conception and specific embodiment as 
a basis for designing or modifying other structures for carrying 
out the same purposes of the present invention. Those skilled in 
the art should also realize that such equivalent constructions do 
not depart from the spirit and scope of the invention in its 
broadest form. 
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BRIEF DESCRIPTION OF THE DRAWINGS 



[0017] For a more complete understanding of the present 
invention, reference is now made to the following descriptions 
taken in conjunction with the accompanying drawings, in which: 
[0018] FIGURE 1 illustrates a schematic diagram of a network 
within which the system or the method of the present invention can 
operate advantageously; 

[0019] FIGURE 2 illustrates an auxiliary graph G' of the network 
Of FIGURE 1; 

[0020] FIGURE 3 illustrates an example of a walk W in the 
auxiliary graph G' of FIGURE 3 ; 

[0021] FIGURE 4 illustrates a pseudocode listing of an Algorithm 
PP including Procedure RELAX; 

[0022] FIGURE 5 illustrates a pseudocode listing of an Algorithm 
RT including Procedures SCALE, TEST and BOUND; 

[0023] FIGURE 6 illustrates a schematic diagram of a network 
containing an example of a restoration topology = {t^, <8 3 , <B 4 } , 

wherein ^ = {v 0 ,v,u,v 4 }, = {v w v, u, v 5 } f <B, = {v 2 ,v,u,v 6 } and <B< = 
{v 3 ,v,u, v 7 } ; 

[0024] FIGURES 7A and 7B together illustrate schematic diagrams 
of a node v being shared by bridges ® x and <B L (FIGURE 7A) and 
bridges ^ and <B k being combined into a single bridge <B, (FIGURE 7B) ; 
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[0025] FIGURE 8 illustrates a pseudocode listing of an Algorithm 
DRT; 

[0026] FIGURE 9 illustrates a block diagram of one embodiment of 
a system for provisioning QoS paths with restoration in a network 
constructed according to the principles of the present invention; 
and 

[0027] FIGURE 10 illustrates a flow diagram of one embodiment of 
a method of provisioning QoS paths with restoration in a network 
carried out according to the principles of the present invention. 
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DETAILED DESCRIPTION 



[0028] A Network Model 

[0029] A network model and the two problems addressed by the 
present invention will now be described. For simplicity of 
exposition, the terms "bandwidth" and "delay" requirements will be 
used to refer to bottleneck and additive QoS constraints, 
respectively. 

[0030] The network is represented by an undirected graph G(V,E) , 
where V is the set of nodes and E is the set of links. N and M 
denote the number of network nodes and links, respectively, i.e., 
N = \V\ and M = \e\ . 

[0031] An (s, t) -walk is a finite sequence of nodes in a walk W 
= (s = v 0 , v lt . . . , t = v„) , such that, for 0 < i < n-1, (v if v ui ) e E. 
Here, n = | %>\ i s the hop count of W. 

[0032] Note that nodes and links may appear in a walk several 
times. An (s, t) -path <P is an (s, t) -walk having distinct nodes. 
^v t . Vs ) (<P<v„v,)) denotes the subwalk (subpath) of W(<P) that extends 
from Vl to Vj . if is a (v, u) -walk and W 2 is a (u,w)-walk, Ws<W 2 
denotes the (v,w)-walk formed by the concatenation of <W X and W 2 . 
[0033] Each link 1 e E offers a bandwidth guarantee b, (which is 
typically the available bandwidth on 2), and a delay guarantee d x . 
The bandwidth B{W) of a walk <W is identical to the bandwidth of 
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its most restrictive link, i.e., B{W) = min^fJb,} . The delay D{W) 
of a walk <W is the sum of the delay guarantees of its links, i.e., 

[0034] To satisfy QoS constraints, certain resources such as 
bandwidth and buffer space must be reserved along QoS paths. To 
optimize the global resource utilization, QoS paths that consume as 
few network resources as possible need to be identified. 
Accordingly, a nonnegative cost c 2 , which estimates the quality of 
the link in terms of resource utilization, is associated with each 
link 1. The link cost may depend on various factors, e.g., its 
available bandwidth and location. The cost C(W) of a walk W is 
defined to be the sum of the costs of its links, i.e., C(W) = 

[0035] Network links are prone to failures. As Kar, et al . , 
supra, and Kodialam, et al., "Restorable Dynamic QoS Routing, " IEEE 
Communications Magazine, 40(6) :72-81, June 2002, it is assumed that 
only a single failure can occur at a time. Indeed, protection from 
multiple failures incurs excessively high cost in terms of network 
utilization, which, typically, is not justified by the rare 
occurrence of simultaneous failures. 

[0036] To model networks with nodes connected by asymmetric or 
unidirectional links, directed graphs will also be considered. For 
instance, in such networks, for a pair of connected nodes (v ilVj ), 



the bandwidth provisioned on the link in the direction from v, to 
v, may be much larger than the allocated bandwidth in the opposite 
direction. m addition, the delay and cost characteristics of a 
link (v ilVj ) may be very different from those of the reverse link 

[0037] A fundamental problem in QoS routing is to identify a 
minimum cost path between a source s and a destination t that 
satisfies some delay and bandwidth constraints. Bandwidth 
requirements can be efficiently handled by simply pruning 
infeasible links from the graph, i.e., links 1 having a bandwidth 
b x that is lower than the constraint. Thus, only delay 
requirements will be considered from this point forward. 
Accordingly, the fundamental problem is to find a minimum cost path 
that satisfies a given delay constraint. This can be formulated as 
a "Restricted Shortest Path" (RSP) problem. 

[0038] Problem RSP: Given a source node s, a destination node 
t and a delay constraint d\ find an (s, t) -path <T such that 

(1) D«?) <: dT, and 

(2) C«T) s C«P) for every other (s, t) -path <P that satisfies 
D«P) < d\ 

[0039] m general, Problem RSP is intractable, i.e., NP-hard 
(see, Garey, etal., supra). However, pseudo-polynomial solutions 
exist that give rise to fully polynomial approximation schemes 
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(FPAS) , having a reasonable computational complexity (see, e.g., 
Ergun, et al., "An Improved FPTAS for Restricted Shortest Path," 
Information Processing Letters, 83 (5) : 237-293 , September 2002; 
Hassin, "Approximation Schemes for the Restricted Shortest Path 
Problem," Mathematics of Operations Research, 17(1) :36-42, February 
1992; and Lorenz, et al . , "A Simple Efficient Approximation Scheme 
for the Restricted Shortest Path Problem," Operations Research 
Letters, 28 (5) :213-219, June 2001, incorporated herein by 
reference) . An FPAS provides a solution having a cost that is at 
most 1+c times more than the optimum and a time complexity that is 
polynomial in the size of the input and 1/e. 

[0040] The most efficient algorithm, presented in Lorenz, et 
al., supra, has a computational complexity of 0(WH(l/e+l 0 g log H) ) , 
and computes a path with delay at most d~ and cost at most 1 + e 
times the optimum. This algorithm will be referred to as Algorithm 
RSP. 

[0041] As mentioned earlier, the focus herein is on provisioning 
QoS paths with restoration. The QoS path that is used during 
normal network operation is referred to as the "primary path." 
Upon failure of a network element (node or link) in the primary 
path, the traffic is immediately switched to a "restoration path." 
Thus, in addition to the primary path, the restoration paths are 
also required to satisfy the delay constraint d\ Although link 
failures will be explicitly illustrated and described, the 
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[0043] As demonstrated in the example above, a restoration path 
comprises portions of the primary path and a bridge «, which serves 
as a backup for the failed segment of the primary path. For 
example, in FIGURE 1, the restoration paths ^ and <? 2 include the 
bridges ^ = { s ,v 2 } and <% = {v lf v 4 }, respectively. 

[0044] Definition 1 (Bridge for a link failure) : Let <f = {s = 
v 0 , ...,t = v n ) be a QoS path and <^(v ilVj ) be a 
subpath of <f . a path <3 between v, e <f and Vj e <P" 
that has no common links with & is referred to as 

a "bridge." Bridge <B = {v, Vj ) is said to 

"protect" the subpath <P {Vi>Vj) of <T . 
[0045] Recall that each restoration path must satisfy the delay 
constraint d\ This implies that the delay D(<B) of a bridge <B must 
also be constrained. Specifically, the delay of a bridge 4 = 
{Si ti} muSt be at most D(<t lSitti) ) +( r-D(^), where <f , Suti) is the 
subpath of <T protected by The quantity cT-D(^) is denoted by 

A. Clearly, for larger values of A, it is possible to find cheaper 
bridges <B, = {s if ..., ti } that satisfy D«B t ) <: D(fT (Si , tI) ) +A. 
[0046] A set of bridges that provides a restoration path for the 
failure of any link 1 e <? is referred to as a "restoration 
topology. " 
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[0047] Definition 2 (Restoration topology for link failures) : 
If cf is a QoS constraint and & = { s = v 0 , . . . , v n = 
t} is a QoS path that satisfies cf (i.e., D(<P) < 
d~) , a "restoration topology" ^ for is a set 

of bridges {«!,<%,...,<$,} such that: 

(1) for each bridge ^ = ...,«:,}, Df^) s 
D(^( Sl(tl) )+cr-D(^) , and 

(2) for each link 1 e <Z*\ a bridge (B, = {s, , t,} 

exists that "protects" 1, i.e., 1 is included in 
the subpath <P* (Sl>tl) of <P protected by (8^ 

[0048] ^.is referred to as a "feasible restoration topology," to 
emphasize that each restoration path satisfies the delay constraint 
d\ Let E(<i0 be the set of links that belong to bridges of 
i.e., E(<Z0 = { 2 1 J e ©,,(8, e <R} . The cost of a restoration topology 
is defined as the total cost of links in E((R) , i.e., COO = Zi eBilQ c 2 . 
The cost of each link is counted only once, even if it belongs to 
several bridges. \E(<R)\ denotes the number of links in the 
restoration topology. 

[0049] Restoration topologies that minimize the usage of network 
resources are most advantageous. Since the cost of a link is a 
measure of its desirability for routing (with lower cost links 
being more desirable) , the goal is to find a (feasible) restoration 
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topology <£with minimum cost C(<?0 . OPT denotes the minimum cost of 
a restoration topology for 

[0050] Depending on how costs are assigned to links, the 
methodologies described herein enable a wide range of restoration 
topologies to be selected. For example, associating unit costs 
with all links would translate into computing restoration 
topologies with a minimum number of links. In an optimal 
restoration topology, the subpaths of <T protected by two bridges 
®i and <Bj are not nested, one within the other. Thus, for any two 

bridges 4 = {s, tj } and 4 = { Sj tj ) in if flj precedes s, 

in QT, ti also precedes t 3 in (f , and vice versa. For clarity of 
presentation, the bridges in * are assumed to be enumerated such 
that the source Sj of bridge (B, is either identical to or a 
predecessor of the destination of bridge ffl^ in <f . 
[0051] The two problems that are considered herein can now be 
defined. The first problem seeks to compute a suitable restoration 
topology for a given QoS path. 

Problem RT (Restoration topology for a QoS Path) : Given an 
(s,t)-path <f and a QoS constraint cT , such that D«P) < 
d , find a minimum cost restoration topology ^ for 
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[0052] Next, the problem of provisioning a QoS path with a 
restoration topology is considered. 

Problem P+RT (QoS Path and Restoration topology) : Given a 
source s, a destination t and a QoS constraint d", find 
an (s,t)-path <f that satisfies D{Q?) < cf and a 
restoration topology <R^ f or {<f,cT) such that their total 
cost C{<?)+C{<R) is minimum. 
[0053] Each of the above problems, namely Problems RT and P+RT, 
includes Problem RSP as a special case; hence, they are both NP- 
hard. Furthermore, as discussed below, in most cases an efficient 
solution cannot be provided without violating the delay constraint 
in the restoration paths. Accordingly, the following definition of 
(a, p) -approximations is introduced. 

[0054] Definition 3 ( (a, (3) -approximation) : For constants a and 
(3, an (a, (3) -approximate solution to either Problem 
RT or Problem P+RT is a solution, for which: 

(1) the cost is at most a times more than the 
optimum; 

(2) the primary path satisfies the delay 
constraint; and 

(3) each restoration path violates the delay 
constraint by a factor of at most p. 
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[0055] The following table summarizes the approximation ratios 
obtained for the above two problems. Below, e is a constant that 
captures the trade-off between the quality of the approximations 
and the running time of the algorithms. Specifically, the time 
complexity of the algorithms is proportional to l/ £; thus smaller 
values of e yield better approximate solutions at the expense of 
higher running times. 



Problem 


Undirected 


Directed ~~ | 


RT 


(2-(l+e) ,i) 


(2-(l+e),2) ~] 


P+RT 

Table 1: Annrnvi m=a 


(3-(l+e) ,2) 


(3-(l+e),3) J 



[0056] The solutions of Problem P + RT violate delay constraints 
only for restoration paths. Furthermore, such violations are 
limited by a constant factor. The primary paths always satisfy the 
QoS constraints. Therefore, such delay violations have no effect 
during normal network operation. Moreover, many time-sensitive 
applications can tolerate short-term delay violations (until the 
failed link is repaired), e.g., by way of buffering. 
[0057] Properties of Restoration Topologies 

[0058] Finding an optimal restoration topology is a complicated 
problem due to the fact that bridges may share links. However, an 
optimal restoration topology in which the number of appearances of 
a node or a link is bounded by two will now be shown to exist. 
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This bound is then used to obtain an approximate scheme within a 
factor of 2-(l+e) of the optimal solution. 

[0059] The following Lemma 1 is set forth without proof. 

[0060] Lemma 1: Given an undirected graph G, a delay constraint 

d\ an (s,t)-path * , D(fl r, , * and a rest oration 

topology ft for {<?.*), a restoration topology C 

exists for «T , <T) , such that c<0 s C<*) and each 

node v e C or link J e C is included in, at most, 
two bridges . 

10061] A similar bound of two on the degree of sharing for each 
link in a directed network graph will be derived below. But first, 
approximation algorithms will be developed for Problems RT and P + RT 
for the undirected graph scenario. 

10062) Adjusted Delay and Feasible Walk Concepts 
10063] No w, the basic concepts of adjusted delay and feasible 
walk, which lay the foundations for the efficient approximation 
algorithms for Problems RT and P +RT , will be introduced. 
C0064] to set the stage for the concept of adjusted delay, a 
simple algorithm for Problem RT will f irst be presented . The 
simple al gorithm, at a high level, includes the following steps. 
First, for each node pair (v^v,) in <t , the cheapest bridge «„.„ . 

Wl V>) haVi " 9 3 M " that ls « fl<*V„,) + A is computed. 

For this, all the links of the path r are deleted from G, and 



Algorithm RSP (see, Lorenz, et al . , supra) is applied to the 
resulting graph. Next, a restoration topology is constructed by 
selecting a subset of bridges {<B {itj) } such that each link of <f is 
protected and the total cost is minimum. To achieve this, an 
auxiliary directed graph G~ is constructed having nodes that are 
essentially the nodes of <P~. Further, for each link (v if v ui ) 6 <? , 
a link 1 = (v^,^) is added to G~ and assigned a zero cost. Also, 
for each pair (v^,^) of nodes of & , such that j > i, a link 1 = 
(v^Vj) is added to (f and assigned a cost that identical to the 
cost of the bridge <B {iij) . 

[0065] It will now be shown that each (s, t)-path in CT 
corresponds to a feasible restoration topology. Consider an (s,t)- 
path (P in GT , and let S be the set of bridges that corresponds to 
links in <P. Consider two successive bridges <B ± = {s^t^ and <B i+1 = 
{ s i + i/t i+1 } in 5. Note that s i+1 either precedes t ± or coincides with 
t i# while t i+1 succeeds t ± in the path <f . This ensures that every 
link in is protected by a bridge, and thus S corresponds to a 
feasible restoration topology. Hence, a near-optimal restoration 
topology can be determined by finding the shortest (s,t)-path in 
G~. Specifically, Lemma 1 and the fact that Algorithm RSP returns 
a ( l + e ) -approximation for each <B Uij) jointly imply that a shortest 
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path algorithm (run on G~) provides a (2- , l) -approximate 
solution. 

[0066] The simple algorithm, while conceptually straightforward, 
is computationally expensive, because calls for Algorithm RSP (see, 
Lorenz, et al . , supra) to be applied to each pair of nodes in <P\ 
Since the time complexity of the RSP algorithm is 0(MZV(l/e+log log 
N) ) , the simple algorithm requires a total of 0(MN 3 (1/e+log log N) ) 
time. Now a more advantageous algorithm, Algorithm RT, will be 
described. 

[0067] The simple algorithm exploited the relationship between 
the shortest path in an auxiliary graph and the restoration 
topology. Algorithm RT will use this relationship again, but more 
efficiently. According to Algorithm RT, a directed auxiliary graph 
G' is constructed from G by reversing each link 1 e <F and 
assigning it a zero cost. In addition, each link 1 = (u,v) e G, 1 
€ <P is replaced by two directed links ^ = (u,v) and 1 2 = (v, u) 
such that c 2i = c u = Cj and d 2i = d h = d x . Each (s,t)-walk in the 
auxiliary graph G' corresponds to a set of bridges that protects 
each link 1 e . 

[0068] For example, FIGURE 2 depicts the auxiliary graph for the 
network depicted in FIGURE 1 and the primary path & = 
{s, v lf v 2 , . . . , t} . The walk <W = {s, v 2l v lf v 4 , v 3 , . . . , t} in auxiliary 
graph G' corresponds to a set of bridges {<8 a ,<B 6 }. in general, 
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however, as explained below, not every (s, t) -walk in the auxiliary 
graph corresponds to a "feasible" restoration topology, i.e., one 
that satisfies the delay constraint. 

[0069] One important disclosure herein is an efficient method 
for verifying, during its construction, whether a given walk 
represents a feasible restoration topology. This method is used as 
a basic building block in the preferred embodiment of the disclosed 
algorithm, and enables a low-cost feasible restoration topology to 
be found. To identify a walk in G' that corresponds to a feasible 
restoration topology, the notion of "adjusted delay" for a walk W 
in G' is introduced. 

[0070] Consider a walk W= {s = u 0/ . . . , u^. 1# u k , . . . , t} in G' that 
defines a set S = {<B X = {s^...,^}} of bridges, and let <P ± be the 
restoration path obtained by activating the bridge <B ± } thus, (p i = 
& {s.sl) 0 ®! 0 ^ (ti,t)- Nodes s ± and t t are referred to as the "start-point" 
and "termination-point" of bridge <B it respectively. Recall that a 
bridge <B X satisfies the delay constraint only if < 
D ^(3 il t l )) +A/ or, equivalently, 

D«P iiStti) ) < D«f (s , tl) )+A. (1) 

[0071] Furthermore, every subwalk W iSfU) of <W corresponds to a 
subset S' of complete bridges in S and, possibly, a subpath of an 
additional bridge B j 6 5. The adjusted delay D~ (%> {3 u) ) of the walk 
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W (SiU) maintains the following invariant: if all the bridges in S' 
satisfy the delay constraint, D~ (W> ( ., B) ) represents the delay between 
the source node s and the node u e along <p Jt i.e., D~ (W (s u) ) = 
D «Pjis,u)) • Otherwise, if S' contains a bridge that does not satisfy 
the delay constraint, D~W (s , u) ) is set to infinity, thus indicating 
that the restoration topology formed by the walk W [s u , is 
infeasible. Thus, by applying Condition (l) , the adjusted delay 
enables one to check easily whether bridge ^ satisfies the delay 
constraint, when its termination-point t t is reached. 

[0072] The adjusted delay D~ {W) of a walk <W = {s = u 0 , u k _ 

i,u kl . . . ,t} is calculated in a recursive manner. The adjusted delay 
of an empty walk is zero; that is D~({s}) = 0. Mow, the adjusted 
delay of W (SiUk) is computed. Suppose that the adjusted delay of the 
sub-walk W ( , #Hm) has already been calculated. 

[0073] Let D = D~ (^..^ ) +d (Ui . i , Ujt) , where d (Ui . iiUt) is the delay of the 
link (u k . lt u k ). Generally speaking, the adjusted delay D~ (W ls ut) ) = 
D, except for the case when u k e <? . m this case, a special 
procedure is required for verifying if node u k is the termination- 
point of a bridge and whether the newly formed bridge satisfies the 
delay constraint. Again, u k e <f is not necessarily a termination- 
point of a bridge, since a bridge may have several common nodes 
with the primary path. For instance, in FIGURE 3, bridge 



comprises of the two segments and (B 2hl and node u 4 e <P is not a 
termination-point of a bridge. However, if u k e (f and u k+1 e for 
link (u k ,u k+1 ) of 'fV, u k must be the termination-point of a bridge, 
since a bridge cannot share links with the primary path. As 
illustrated in FIGURE 3, node u 2 must be the termination-point of 
the bridge g^, since its successor node in the walk, node u 3 , is 
also included in & . 

[0074] Based on the above observations, the adjusted delay of a 
walk ending at node u k e <P" is defined as follows. (Below, D = 
D ~ W lSiU „ ))+ d lUk . iiUit) ) . 

Case 1: If <? u k e <f and D > D«f {BiUt) ) +A , node u k 

cannot be the termination-point of a valid bridge 
and it may only be an internal node of a bridge. 
Thus, D~(W lSiUk) ) = D. 

Case 2: If $ <P\ u k e and D <, D(<^ (s Ui) ) +A, node u k may 

be either the termination-point or an internal node 
of a bridge. As a result, since u k may be the 
starting-point of a new bridge, D~(^ (SUi) ) 
min{D(<r (s , Ui) ) ,D) . 

Case 3: If u k . x e <f , u k e <f and D~ (W ls , Uk _ i} ) z D«f iSiU ^) , node 
u k is not a termination-point of a bridge, and all 
the bridges included by the walk satisfy the delay 



constraint. Since u k may be the starting-point of 
a new bridge, D~ (W lSiUi) ) = D«f (SiUt) ) . 
Case 4: If u k _, € <f , u k e <f and D~ ( <W (Bi u ..,, ) > D(^ ia ^ ) +a, and 
if node is the termination-point of a bridge 

(that is, the predecessor of in walk <W does not 
belong to , the bridge ending at does not 

satisfy the delay constraint (due to Condition 
(D). On the other hand, if u k . x is not the 
termination-point of a bridge, an induction 
argument can be used to show that some bridge 
preceding u k . x in walk W does not satisfy the delay 
constraint. Hence, D~ W (s<U)t) ) = °o. 
[0075] Now, a formal definition of adjusted delay that considers 
the four cases mentioned above will be presented. 

[0076] Definition 4 (Adjusted Delay) : If <? is a primary path 
and G' is the auxiliary graph formed from G by 
reversing each link 1 e <f , the adjusted delay D~ (W) 
of a walk W= {s = u 0l . . . , u k _ lf u k } in G' is defined 
recursively as follows: 

(1) the adjusted delay of an empty walk (i.e., k = 
0) is 0: D~({s}) = 0; otherwise 

(2) the adjusted delay D~ {W) of a walk W = 
{u 0 , . . . , u fc . 17 u k ) is 



D(<W) = 



™*{D{%, Uk )\D) if u k _ x g (p and D < £>(%)) + A 
*>(<W if"*-, e and D{W (sMk J < Z)(^ } ) + A 

if u k . x e <P and ffc^,) > Z)(%)) + A 
otherwise, 
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where D = IT W (fl< Ut i) ) + d (Uk . i>Ujt) . 
[0077] The calculation of the adjusted delay will now be 
illustrated using the walk shown in bold in FIGURE 3. Here, the 
primary path & = {s,u 3 ,u 2 ,u 1( v,t}. The delay of every link 1 e <f 
is dj = 1 and the delay constraint d" = 7 . Thus, D{&) = 5 and A = 
2. The delay of every other link 2 <f <P* is depicted in FIGURE 3. 
The adjusted delay of the walk W (Sit) and its various prefixes are 
calculated. At the base of the recursion, D~({s}) =0. Since node 
u x $ <t , D~ (W lSiUi) ) = 2. For computing the adjusted delay of node u 2 , 
the value D = D~ W (s , Ui) ) + d (Ui>Ua) = 3. Since D <; D(^ (s , Ui) ) +A = 4 , node 
u 2 may be either the termination-point of a bridge that satisfies 
the delay constraint or an internal node of a bridge. To allow 
these two possibilities, D~ W itiVt) ) = min{D(<^ (BiUj) ) ,£)} = min{2,3} = 
2. Since u 3 e & , node u 2 must be the termination-point of the 
bridge <B 1 . Since the bridge ® x satisfies the delay constraint, 
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D ~ W( S , U 3>) - D{<? < SUj) ) = l. Now, to compute D~ (W is >U|) ) , the 

corresponding value D = D~W (S/U>) ) + d (Uj , U4 , = 6 is calculated. 

Because D > D(<T (S>U4) ) +A = 3+2 = 5, node u 4 can only be an internal 

node inside a bridge and its adjusted delay is D~(^ (su<) ) = 6. 

Finally, when computing the adjusted delay of W {Bit) , D = 

D Wts.u,)) +d ( U „t) = 7. Node t is the termination-point of a valid 

bridge ^ and D~W (S;t) ) = min{D(^) ,d) = 5. It is therefore 

concluded that the given walk represents a feasible restoration 
topology. 

[0078] An (s,t)-walk having an adjusted delay that does not 
exceed the delay D{<f) of the primary path & is referred to as a 
"feasible (s,t)-walk." From Lemma 2 below, it follows that a one- 
to-one correspondence exists between feasible walks and feasible 
restoration topologies. Lemma 2 is set forth without proof. 
[0079] Lemma 2 : 

(1) If {«i,«2, • • . .(Bt,) is a feasible restoration 
topology and W is the corresponding (s, t) -walk 
in G' , D~ [W) <l D{<f) . 

(2) If & is a primary path and %\> is an (s, t) -walk 
in the auxiliary graph G' such that D~ {W) < 
D(<f) , a feasible restoration topology 3^ 
corresponding to Sexists. 
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[0080] In general, more than one way may exist to decompose a 
walk into a set of bridges, i.e., several sets of bridges can be 
constructed out of a single walk. For example, FIGURE 3 
illustrates two sets of bridges S 1 and S 2 that correspond to walk 
W: S x is formed by bridges {(B lt S^, (8^} , while in S 2 , the bridges (B^ a 
and (E>2 h are combined into a single bridge . Note that only some 
of these sets constitute feasible restoration topologies. A 
feasible restoration topology can be constructed from a feasible 
walk by choosing the first node u k 6 & in the bridge for which 
D ~ W{ Sl u*)) = D ^{ S ,u k )) as the termination-point for a bridge. 
[0081] ^° PT denotes the minimum cost feasible (s,t)-walk in the 
auxiliary graph G' , and c° PT denotes the cost of tyP™ . A 
relationship between ^° PT and the optimum restoration topology 
(having a cost denoted by OPT) will now be shown to exist. 
[0082] Suppose that each link in the auxiliary graph G' that 
originated from a link 1 6 f is assigned a cost of zero. Clearly, 
due to Lemmas 1 and 2, it follows that a feasible walk <W exists 
such that C{W) < 2-OPT. Thus, c° PT < 2-OPT. Further, the cost of 
a restoration topology constructed from a walk never exceeds the 
cost of the walk itself. Thus, if the optimal feasible walk can be 
computed, a (2 , 1) -approximation to the optimal restoration topology 
can be computed. 
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[0083] Approximation Schemes for Provisioning of Restoration 
Topologies 

[0084] Now, efficient approximation schemes for Problems RT and 
P+RT can be presented. A pseudo-polynomial algorithm for Problem 
RT serves as the basic building block for the approximation scheme 
for Problem RT first presented below. Then, the approximation 
scheme for Problem P+RT is presented. 

[0085] The fundamental concepts of adjusted delay and feasible 
(s,t)-walk give rise to a pseudo-polynomial algorithm for Problem 
RT, i.e., an algorithm having a running time that is proportional 
to the cost of the optimal solution. The algorithm, referred to as 
"Algorithm PP," will now be presented. Because of its simplicity, 
the algorithm can be easily implemented in practice. However, in 
the worst case, its running time can be relatively high. 
[0086] Algorithm PP computes a minimum-cost feasible (s, t) -walk 
Wand the corresponding restoration topology. The algorithm is an 
extension of the well-known Bellman-Ford algorithm and uses the 
dynamic -programming technique of relaxation (see, e.g., Cormen, et 
al., supra). The algorithm assumes that the costs of links are 
integer values greater than zero, and an upper bound U on the cost 
of the solution is given. 

[0087] The relaxation technique used by Algorithm PP will now be 
described. For each node v ± s V, an array D Vi [c] of minimum delay 
estimates is maintained. The array D Vi [c] stores, for each cost c, 
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the minimum adjusted delay of an (s,v J )-walk having a cost that is 
at most c. Initially, D Vi [c] = <*> for every v ± 6 S\s and c ^ 0. Only 
links having a cost that does not exceed the current budget 
restriction c are relaxed. The process of relaxing a link (v^Vj) 
involves testing whether the best (s,v,)-walk (i.e., the walk 
having a minimum adjusted delay) found so far to v j by going 
through v ± can be improved without exceeding the current budget 
restriction c. If so, D Vj [c] is updated. The relaxation technique 
is implemented by Procedure RELAX (see FIGURE 4) . 

[0088] Next, Algorithm PP will be described, the pseudocode for 
which appears in FIGURE 4. The purpose of Algorithm PP is to 
check, for a given value of upper bound U, whether an (s,t)-walk <W 
exists in G' , such that D~ {Wl <: D«f) and C{W) <; U, and if so, to 
find a minimum cost (s, t) -walk <W such that D~ (W) < D{&) . c starts 
with a zero budget and is incremented by one in each iteration 
until either D t [c] < D{<?) , i.e., a walk exists between s and t 
having an adjusted delay that is at most D(<F) , or else c = U. In 
each iteration, each node v j e G' is processed by relaxing all 
links entering v jm 

[0089] As discussed below, in the approximation technique 
described herein, Algorithm PP is applied to graphs in which c x ^ 
1 for each link 1. Thus, the cost of each link 1 e G' is at least 
one, except for links in G' that originate from the primary path 
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<t . Note that for each link (v i# v.,) with zero cost, node v t should 
be processed before v } . Accordingly, the nodes v j e G' are 
processed in an order such that v j is before v r if Vj is a successor 
of v r in <P . 

[0090] Also, in Step 15, the algorithm identifies a walk W = { s 
= u 0 ,...,u k = t} having an adjusted delay that is at most D(<F) 
using backtracking. Suppose that c is the value at which Algorithm 
PP breaks out of the for-loop (in Step 16), that is, D t [c] z D{<f) . 
Then, beginning with node t, for each node u Jf the backtracking 
procedure adds to the returned walk, the link ( Ul . 1/Uj ) that resulted 
in the value £» Ul [cJ until node s is reached, where the c i values for 
u ± are computed as follows: for the initial node u k = t, c k = c and 
for every subsequent node Uj . 1# c^ = Ci -c lUl _ iiUi) . Thus, the cost of 
the walk W can be shown to be at most c. The computational 
complexity of Algorithm PP is O(M-U) . 

[0091] The following Theorem 1 is set forth without proof. 

[0092] Theorem 1: c° PT denotes the minimum cost of a feasible 
(s,t)-walk inc. If U z c° PT , Algorithm PP returns 
a minimum cost walk W such that D~ (%) < D(^) . 

[0093] Now, an FPAS for computing the minimum cost feasible 

(s,t)-walk will be developed and used to construct a near-optimal 
restoration topology. 
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[0094] An important building block of the scheme is Procedure 
SCALE (FIGURE 5), which uses scaling and rounding to efficiently 
find an approximate solution. The efficiency of Procedure SCALE 
depends on the tightness of the lower and upper bounds, L, U, on 
the cost of the optimal solution. Thus, to compute sufficiently 
tight lower and upper bounds, two procedures, namely Procedure 
BOUND and Procedure TEST are relied upon. The former is used for 
obtaining initial values of L, U such that U/L < 2-N, while the 
latter performs iterations to tighten the bounds further. Finally, 
all the ideas are combined in Procedure RT. 

[0095] Procedure SCALE is described with reference to FIGURE 5. 
The main idea is to scale and round the cost c 2 of each link 1 6 E, 
replacing it by c' 2/ as follows. 

where S = jff . Clearly, with the new costs c' lt a feasible walk 
must exist with cost at most |_4p-J+2iV and no more than 2N links 

(due to Lemma 1) . Thus, the actual cost of the path returned by 
Algorithm PP (in the final step) is no more than c 0PT +2NS < 

(l + e)-c 0PT . It follows that, if Procedure SCALE is invoked with 
valid lower and upper bounds, i.e., L <, c 0PT <, U, Procedure SCALE 
returns a walk having a cost that is at most (1+e) times more than 
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the optimum. This discussion is summarized in the following Lemma 
3, which is set forth without proof. 

[0096] Lemma 3: If Procedure SCALE is invoked with valid upper 
bound, i.e., c 0PT < U, Procedure SCALE returns a walk 
having a cost that is at most (1+e) times more than 
the optimum. 

[0097] Procedure SCALE might return a feasible walk even if it 
is invoked with an invalid upper bound, i.e., c° PT > U. However, 
the cost of a walk W returned by the algorithm always satisfies 
C(W) <; Ls+U. This property will be used below to compute tight 

lower and upper bounds on c° PT . Lemma 4 is now set forth without 
proof . 

[0098] Lemma 4: Any walk W returned by Procedure SCALE is 
feasible and satisfies C(W) <l Le + U. 

[0099] The running time of Procedure SCALE is 0(MNU/eL) . Thus, 
if tight lower and upper bounds can be computed on cP™ such that 
the ratio U/L is a constant, the computation time of Procedure 
SCALE can be reduced to 0{MN/e) . It will now be shown how to 
compute these tight bounds. 

[0100] Procedure BOUND (see FIGURE 5) identifies lower and upper 
bounds L, U on the minimum cost cP™ of a feasible walk <W such that 
U/L <; 2N. 
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[0101] c 1 < c 2 < ... < cf denotes the distinct costs values of 
the links. The goal is to find the maximum cost value c* 6 {c 1 } 
such that the graph G' ' derived from G' by omitting all links 
having a cost greater than c, does not contain a feasible (s, t) - 
walk. Clearly, a feasible (s, t) -walk contains at least one link 
having a cost that is c or more, hence c* is a lower bound on c° PT . 
In addition, a feasible (s,t)-walk exists that comprises links 
having a cost that is c* or less, and a hop count that is, by Lemma 
1, at most 2N. 2N-c is an upper bound on c 0PT . 

[0102] Procedure BOUND performs a binary search on the values 
c 1 , c 2 , . . . , c r . At each iteration, c <. c needs to be checked, where 
c is the current estimate of c*. For this purpose, all links 
having a cost that is more than c are removed from G. A unit cost 
is assigned to the remaining links. Then, Algorithm PP is applied 
on the resulting graph, with the parameter U = 2N. If Algorithm PP 
returns a feasible walk, c ;> c* ; otherwise, c < c. The 
computational complexity of Procedure BOUND is 0(MN log N) . 
[0103] To tighten the bounds further, Procedure TEST (shown in 
FIGURE 5 is used. Procedure TEST performs the following 2- 
approximation test: if Procedure TEST returns a positive answer, 
c° PT < 2B; otherwise, c° PT z B. 

[0104] Procedure TEST is implemented by invoking Procedure SCALE 
with U = L = B and e = 1. Lemma 5 is now set forth without proof. 
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[0105] Lemma 5: If Procedure TEST returns a positive answer, cP™ 

< B(l + e) . Otherwise, c 0PT > B. 
[0106] The results of the above exercises can be integrated to 
yield a final approximation algorithm, referred to herein as 
"Algorithm RT" (see FIGURE 5) . 

[0107] The algorithm begins by applying Procedure BOUND, which 
provides the lower and upper bounds L and U on c 0 ^ such that U/L z 
2N. Then, Procedure TEST is iteratively applied to improve these 
bounds until the ratio U/L falls below 8. In each iteration, 
Procedure TEST is invoked with B = ■JTU . If Procedure TEST 
returns a positive answer, c 0PT < 2B, and U is set to 25. 
Otherwise, c 0PT > B, and L is set to B. Note that, if the ratio U/L 
is equal to x at the beginning of an iteration, (U/L) z 2 4x at the 
end of the iteration. Since the above process terminates once U/L 
<■ 8, the number of iterations performed can be shown to be O(log 
log N) . 

[0108] Having obtained lower and upper bounds L, U such that U/L 
$ 8, Procedure SCALE is employed to find a feasible walk Shaving 
a cost that is at most (l + e)-c° PT . Finally, the restoration topology 
corresponding to W is returned. Lemma 6 is now set forth without 
proof . 

[0109] Lemma 6: The computational complexity of Algorithm RT is 
0(MN(l = e+log N) ) . 



[0110] The following Theorem 2 summarizes these results and is 
set forth without proof . 

[0111] Theorem 2: Given an undirected graph G, a primary QoS 
path <P e G, a delay constraint cf and an 
approximation ratio e, Algorithm RT identifies, in 
0(MN(l/e+log N) ) time, a feasible restoration 
topology ^ for (<P , d*) , having a cost that is at 
most 2- (1 + e) times more than the optimum. 

[0112] Approximation Scheme for Problem P+RT 

[0113] The approximation scheme for simultaneous provisioning of 

a primary QoS path and the restoration topology is implemented as 

follows. First, using Algorithm RSP, a cf -delay constrained (s, t) - 

path <P having a cost that is at most (1 + e) times the optimum is 

identified in G. Then, Algorithm RT is applied with parameters G, 

<f , (cf+DUF)) and e. The resulting algorithm is referred to as 

"Algorithm P+RT." The following Theorem 3 is set forth without 
proof . 

[0114] Theorem 3: Algorithm P+RT identifies, in 0(MN(l/e+log 
N) ) time, a (3- (1 + e) , 2) -approximate solution for 
Problem P+RT. 

[0115] Directed Networks 

[0116] Now, the previous results will be extended to apply for 
directed networks, modeled as directed graphs. In such networks, 
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for a pair of connected nodes (v ltVj ) , the bandwidth provisioned on 
the link in the direction from v i to v } may be much larger than the 
allocated bandwidth in the opposite direction. In addition, the 
delay and cost characteristics of a link (v^Vj) may be quite 
different from those of the reverse link (v jlVi ). With such 
asymmetric links, it is possible that a node or a link is shared by 
several bridges. This constitutes a significant obstacle for 
identifying efficient solutions. 

[0117] For example, consider the network depicted in FIGURE 6. 
The numbers show the link delays. For a delay constraint = 10, 
only one feasible restoration topology = <&>, <8 3 , <2 4 } , ^ = 

{v 0 ,v,u,v 4 }, = {v 1; v,u, v 5 }, (B3 = {v 2 ,v,u,v 6 } and <B 4 = {v 3/ v,u,v 7 } 
exists. Note that the nodes v, u and the link (v, u) are shared by 
all the bridges of </?,. 

[0118] This obstacle may be overcome by combining bridges. 
Specifically, let be an optimal restoration topology for {(?,(f) 
and let {<B l , <B 2l . . . , ® k } , k ± 3 be the set of H' s bridges that contain 
the node v, sorted according to their indexes, where (B, = 
{Si, . . . , tj) . Bridges <B X and (B k are combined into a single bridge (8, 
such that <8 = ^ ( Sl , v) °® k ( v, t k ) , as depicted in FIGURES 7A and 7B. 
Since the subpaths of (f protected by the bridges ® x and ® k are 
disjoint, the delay of bridge ® may exceed the delay of the subpath 
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of <P protected by bridge <B by at most 2A = 2 (cf -D{<f)) . This idea 
supports the following Lemma 7, which is the counterpart of Lemma 
1 for undirected networks and is set forth without proof. 
[0119] Lemma 7: Given a directed graph G, a delay constraint cf 
and an (s,t)-path, D{<?) < cf , a restoration 
topology C exists for ,2dT-D{<?) ) such that C(0 
< OPT, and each node v e Jf or link I e Jf is shared 
by at most two bridges . 
[0120] Note that, in Lemma 7, ^ is a feasible restoration 
topology with respect to A = 2dT-D{<F) . Thus, to achieve an 
efficient solution, the delay constraint is relaxed and A = 2cf- 
D{<?) is used instead of A = <T-D«P) , as in the case of undirected 
networks. For example, the (simple) algorithm presented above is 
invoked with A = 2{<T-D«f)) . By Lemma 7, the algorithm provides 
a (2- (1 + e) , 2) -approximate solution for Problem RT. 
[0121] ^ PT denotes the optimal walk with respect to A = 2cf- 
D{<f) . c° PT denotes the cost of ^ PT . 

[0122] Generally, the approximation scheme for directed networks 
is similar to the undirected case, except for the following: 

(1) the adjusted delay is defined with respect to A = 2 (cf- 
D«f)) ; 
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(2) Algorithm PP is applied with A = 2(cT-D(<F)) (instead of 
A = dT-DUf) ) ; and 

(3) a more elaborate procedure is required for finding the 
lower and upper bounds L, U on c° PT . 

[0123] Recall that the approach for the undirected case was to 
first identify lower and upper bounds, L and U, on the cost of an 
optimum walk c° PT , such that U/L < 2N, and then iteratively improve 
these bounds by employing scaling on the link costs. For directed 
networks, however, computing a lower bound L on c 0 ^ incurs high 
complexity. This is because any optimum walks might have a large 
hop count (recall that, in the undirected case, by Lemma 1, an 
optimum walk exists having a hop count that is at most 2N) . 

[0124] The approach in the directed case is to consider, for the 
purpose of computing the lower bound, only walks having hop counts 

that do not exceed 2N. More specifically, denotes the 

feasible walk of minimum cost having a hop count that is at most 

OPT OPT 

2JV. C 2N denotes the cost of W 2N . The lower bound L is then 

OPT 

used on c 2N instead of c° PT . The bounds L and U are iteratively 

improved until either a suitable walk is found or U/L < 8. In the 
latter case, Procedure SCALE is applied with parameters L and U to 
find a suitable walk. Procedure SCALE is based on the following 
Lemmas 8 and 9, which are set forth without proof. 



[0125] Lemma 8: c"^ z 2-OPT. 

OPT 

[0126] Lemma 9: If c 2N < U, Procedure SCALE returns a feasible 

walk W having a cost that is at most (1 + e) times 
more than c £J T , i.e., C(W) < (l + e)-c°.J T . 

[0127] Now, the FPAS will be described in more detail. First, 
Procedure BOUND is invoked with parameters G(V,E), <t and cf' . It 
is straightforward to verify that Procedure BOUND returns lower and 

OPT 

upper bounds L and U on c 2N such that U/L < 2N. Next, the 

following iterative process is used to improve the bounds U and L. 
At each iteration, B = JTTf is computed, and Procedure SCALE is 
applied for L = U = B. Several possible cases exist. 

Case 1: Procedure SCALE returns FAIL. Therefore, due to 
Lemma 9, no feasible walk <W exists such that C(W) 
< B and \<W\ > 2N. Accordingly, L-B. 
Case 2 : Procedure SCALE returns a feasible walk W> such that 
C(W) < L. Therefore, the Procedure SCALE halts and 
returns the walk W. Note that C{W) < c°^ T < 2-OPT. 
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Case 3: Procedure SCALE returns a feasible walk <W such that 
L < C(W) < 2B. Since it is possible that \W\ > 2N, 
OB. 

[0128] Note that, by Lemma 4, if Procedure SCALE does not fail, 
it returns a feasible walk <W, having a cost that is at most 2B. 
Hence, all possible cases are covered. Procedure SCALE stops when 
a suitable walk is found or U/L < 8. 

[0129] Having obtained a lower bound L on c°^ T and an upper 

bound U on c° PT such that U/L < 8, Procedure SCALE is applied for L 
and U. If Procedure SCALE fails, L > U. Hence, the walk <W due to 
which the upper bound C7 was assigned its current value is returned. 
Note that, due to Lemma 8, C{W) <l L < c°J T < 2 -OPT. Otherwise, due 

to Lemma 9, Procedure SCALE returns a walk <W such C{W) < 

OPT 

(1 + e) c 2N . In both cases, a feasible restoration topology C that 

corresponds to <W is identified. It follows that C(C) < 2(l+e)OPT. 
The FPAS is implemented by Algorithm DRT, the formal description 
for which appears in FIGURE 8 . 

[0130] The following Theorem 4 summarizes these results and is 
set forth without proof. 

[0131] Theorem 4: Given are a directed graph G, a primary QoS 
path e G, a delay constraint d~ and an 



approximation ratio e. Algorithm DRT identifies, 
in 0(MZV(l/e + log N) ) time, a feasible restoration 
topology <£for {<f , 2<f-D{(f) ) , having a cost that is 
at most 2(l+e) times more than OPT, i.e., a 
(2 , 2) -approximate solution to Problem RT. 
[0132] The approximation algorithm for identifying the primary 
QoS path and restoration topology is similar to the undirected 
case. Namely, a d'-delay-constrained (s, t) -path having a cost 
that is at most (1+e) times more than the optimum is first 
identified in G. Then, Algorithm DRT is applied with parameters G, 
<f, (d%D(<n) and s. The resulting algorithm is referred to as 

"Algorithm DP+RT." The following Theorem 5 is set forth without 
proof . 

[0133] Theorem 5: Algorithm DP+RT identifies, in 0(MZV(l/e+log 
N) ) time, a (3 + , 3 ) -approximate solution for 
Problem P+RT in directed graphs. 
[0134] Turning now to FIGURE 9, illustrated is a block diagram 
of one embodiment of a system, generally designated 910, for 
provisioning QoS paths with restoration in a network 900 
constructed according to the principles of the present invention. 
The system 910 includes an primary path generator 905, an auxiliary 
graph generator 920, a walk identifier 930 and a bridge identifier 
940 . 
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[0135] The primary path generator 905 is configured to identify 
a suitable primary path 915 between source and destination nodes in 
a network 900. The auxiliary graph generator 920 is configured to 
construct a directed auxiliary graph 92 5 from an undirected graph 
representing the network 900 and the primary QoS path 915. The 
auxiliary graph generator 92 0 does so by reversing each link in a 
primary QoS path 915 and replacing each link of the undirected 
graph 900 that is not included in the primary path by two directed 
links as described above. The walk identifier 930 is configured to 
identify a walk 935 in the auxiliary directed graph 925. The 
bridge identifier 940 is configured to identify a set of bridges 
94 5 in the network such that at least one link of the primary path 
is protected by a bridge. The bridge identifier 940 does so by 
decomposing the walk 935 into a set of bridges 945. 
[0136] Turning now to FIGURE 10, illustrated is a flow diagram, 
generally designated 1000, of one embodiment of a method of 
provisioning QoS paths with restoration in a network carried out 
according to the principles of the present invention. The method 
1000 is carried out when it is desired to create either or both of 
primary and restoration QoS paths in a network. 

[0137] The method begins in a start step 1110. In step 1015, a 
primary QoS path is identified. In a step 1120, a directed 
auxiliary graph is constructed from an undirected graph that 
represents the network. Each link in a primary QoS path is 
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reversed and each link of the undirected graph is replaced by two 
directed links. 

[0138] The method 1110 proceeds to step 1130, in which one or 
more walks are identified in the auxiliary directed graph. In the 
illustrated embodiment, the walks may constitute primary or 
restoration QoS paths, as needed, and are of minimum cost. The 
method 1110 proceeds to step 1130, in which restoration topologies 
are put in place by decomposing walks into sets of bridges. The 
method 1000 ends in an end step 1040. 

[0139] From the above, it is apparent that the problem of 
provisioning QoS paths with restoration has been addressed. 
Specifically, algorithms that compute a primary QoS path and a 
restoration topology comprising of a set of bridges, each of which 
protects a different part of the primary QoS path, have been 
disclosed. An important concept in the context of these algorithms 
is that of adjusted delays, which allows existing path algorithms 
(e.g., Bellman-Ford (Cormen, etal., supra) and Hassin's (Hassin, 
supra) ) to be adapted in order to identify suitable restoration 
topologies. Efficient approximation schemes with proven 

performance guarantees could therefore be derived. Specifically, 
an 0(MN(l/£:+log N) ) approximation algorithm (Algorithm P+RT) that 
provides (3- (1 + e) , 2) -approximate solutions for link failures was 
presented. The algorithm was extended for directed networks, which 
achieved a (3- (1 + e) , 3) -approximate solution. 
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[0140] Although the present invention has been described in 
detail, those skilled in the art should understand that they can 
make various changes, substitutions and alterations herein without 
departing from the spirit and scope of the invention in its 
broadest form. 
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